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ATON

COMMUNICATIONS TECHNOLOGY

OBJECTIVES

To understand why we need to setup a
CERT in our organization

To know the requirements on how to
setup a CERT

Define what CERT services the
organization should have

To know the roles, responsibilities and
access of the team




ATON

COMMUNICATIONS TECHNOLOGY

OBJECTIVES

« To understand and adapt the best
practices in creating a CERT.

« Understand the CORE Principles of
CERT

e Scenario based exercise
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GLOBAL CYBERSPACE

Figure2: The Maotionol Cybersecurity Fromework
Coordinate naticnal
protection, prevention and
mitigation of, and recovery from
cyber incidents [" c-l-
Disseminate domestic cyber
threat and vulnerability analysis
Protect crtical infrastructure
Secure government and civilian

Defend the military network from cyber attacks

Lead _fnr Protection Gather foreign cyber threat intelligence
(NCERT) and determine attribution

infostructure Secure national security and military systems
Investigate cybercrimes Support the national protection, prevention,
under its jurisdiction mitigation of, and recovery from cyber incidents

Investigate cybercrimes under military

Investigate, atiribute, disrupt, jurisdiction (cyberdefense)

and prosecute cybercrimes
Lead domestic national security
operations
Conduct domestic collection,
analysis, and dissemination of
cyber threat intelligence
Support the national protection,
prevention, mitigation of, and
recovery from cyber incidents

ol INTELLIGENGE COMMUNITY:
CYBER THREAT INTELLIGENCE AND ATTRIBUTION

(NSC, NICA)

NATIONAL CYBERINTELLIGENCE PLATFORM:
SHARED SITUATIONAL AWARENESS

IDENTIFY PROTECT DETECT RESPOND RECOVER

COORDINATE WITH PUBLIC, PRIVATE AND INTERNATIONAL PARTNERS
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= Tools based
» Reactive / Manual

Cyber Resilient
Philippines

How do we get

there? = Crafting of the National CyberSecurity

Strategy, Policies, Plans and Programs

» Establishment of NCERT and Implementation
of other Programs defined in the National
Cybersecurity Plan


















Reactive Services




Reactive Services




Proactive Services




Artifact Handling




Security Quality Management










(Head Systems
Administrator, Team Lead, Analysts, other technical team, Vendor, Focal person)
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UESTIONS?




UESTIONS?




PRESENTATION



