INCIDENT HANDLING
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OBJECTIVES

« To be familiarize with the CERT
escalation procedure.

« Enable us to respond and act on
the cyber incident that is within
your responsibility.

« Utilization of the free tools
available online.




Escalation Procedure
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Factors to Consider

for Escalation

When results of the evaluation is determined to have an impact
on the national security

When the results of the evaluation have severe or catastrophic
adverse impact to the organization

When the results of the evaluation will is classified as critical and
will severely affect the information system level of the
organization

When major issues become evident at the early stages of
reporting

When information security incident report is a recurring incident
after it has been previously resolved



What are included in the

Escalation Request?

The type of event and when it happened

Degree of severity or adverse impact

The name of the person requesting for escalation and the official
time stamp and date when escalation requests was made

The case number assigned to the information security incident
report.



Information Gathering
& Incident Handling



Internet Abuse

This refers to the improper
way of using the internet.

Common types of internet

abuse:
 Website defacement
* Phishing
e Malware




Public Feeds

Example of sites that provide free data feed on reported Internet abuse

incidents:

- Defacement
http://www.zone-h.org/
https://google.com/

- Real-time Blacklist Mails
https://mxtoolbox.com/blacklists.aspx

- Phishing
https://www.phishtank.com/asn_search.php

- Malware - Botnet
https://zeustracker.abuse.ch/monitor.php
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- Web defacement
http://www.zone-h.org

http://google.com




PhishTank is operated by OpenDNS, a free service that makes your Internet safer, faster, and smarter.

P
Phls hTank“ Out of the Net, into the Tank.

Home  Add A Phish  Verify A Phish CUE PP A Stats FAQ  Developers  Mailing Lists My Account

Phish Archive Search by Targeted Brand Search by ASN

Search by ASN (2)
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Incident Handling

Process in incident handling:
 Identification

e Containment
 Eradication

« Recovery
 Documentation



We exist without nationalty. We exist with bumanty.
NIC took 3 s,
This tine we talk o the government - On NIC Homepage and Sub-Domains.
Thete i o use securing. There i no use of spending on forensic.
(e this message clear Mr. Prime Minister and others.
We donotfce to tall smch and Yes! [T our werld.
Expect Us.

Web defacement

an attack on a website that
changes the visual appearance of
the site or a webpage. These are
typically the work of defacers,
who break into a web server and
replace the hosted website with
one of their own.




» Check if your website or online system is reported compromised.
» Zone-h

» Google Hacks

» Social Media
Check and analyze the reported incident.
Temporarily remove the server from the network.
Examine your server for files uploaded by the hacker.
Remove the uploaded files by the hacker.
Restore your services.
Document all of the actions you have done for future reference



Google Hacks.pptx

Phishing

Attempt to fraudulently acquire
information such as usernames,
passwords and credit card details by
masquerading as a trustworthy entity in
an electronic communication.

« Authentication information.

« Social Security Numbers.

« Stealing personal information.

« Account numbers
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MON £/£0/2U15 1430 PV
Man 2/26/2018 12:36 PM HELP DESK <it helod k@ |
. . <It_neipdesk@wzmall.coms>
HELP DESK <it_helpdesk@zmail.com> e
UPDATE
UPDATE lo Redpients htp://184.170.143,33/ ~axcsejzo/zmail, A
To Redpients A php?http://info.zimbra.com/

thank-you-for-email-confirmation?
utm_medium=email&_hsenc=plangtzca

This is to inform you the 1p4c720-a18-457-050- 2328050026 2 Upgrade/maintenance of
our systems between 10f Click or tap to follow link. ou will be required to verify

your email by CLICK HERE in order for us to upgré.de your Zimbra. Once again
we are sorry for any inconveniences this might cause you

This is to inform you that we will be undergoing system upgrade/maintenance of
our systems between 10pm-1 1pm today.As a result you will be required to verify
your email by CLICK HERE in order for us to upgrade your Zimbra. Once again

we are sotry for any inconveniences this might cause you




Sample Phishing

< C A Dangerous | 184.170.145.33/~axcsejzo/zmail.php?http://info.zimbra.com/thank-you-for-email-confirmation?utm_medium=email8_hsenc=p2ANgtzCa1bdc729-a148-4578-8059-23d48b6f... ¥

Deceptive site ahead

Attackers on 184.170.145.33 may trick you into doing something dangerous like installing
software or revealing your personal information (for example, passwords, phone numbers,
or credit cards). Learm more

DETAILS Back to safety



Immediate changing of password.
Check email header.

Forward the email to the email administrator or
postmaster.
Check the domain of the email involved if it is listed as
phishing or spam email on any RBL websites.

> https://mxtoolbox.com/

» https://www.ultratools.com/tools/spamDBLookup



Email Header.pptx

COMMUNICATIONS
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by mail.congress.gov.ph (Postflx] w1th ESMTP id DC58C7E6C31;
Mon, 26 Feb 2018 12:51:26 +0800 (PHT)

Received: from mail.congress.gov.ph ([127.0.0.1])

by localhost (mail.congress.gov.ph [127.0.0.1]) (amavisd-new, port 10032)
Mon. 26 Feb with ESMTP id kimxaObFmbqgb; Mon, 26 Feb 2018 12:51:26 +0800 (PHT)
X-Virus-Scanned-: amavilkeceived: from localhost (localhost [127.0.0.1])

X-Spam-Flag: YES by mail.congress.gov.ph (Postfix) with ESMTP id E45A27E6993;
X-Spam-5core: 10.634 Mon, 26 Feb 2018 12:43:50 +0800 (PHT)

X-Spam-Level: ¥FFFEEE Iy yirus-Scanned: amavisd-new at congress.gov.ph
X-Spam-5Status: Yes, sco

HTMI_MESS| Received: from mail.congre_ss.gov.ph ([127.0.0.1]) -
SPF_FAIL=10 by localhost (mail.congress.gov.ph [127.0.0.1]) (amamsd—tnew, port 10026)

(10 1.3. 222] by ne- mb

+0800 (PHT)

Received: from localhos
by ne-mtaZz2.l

with ESMTP id kW45mtph1h8b; Mon, 26 Feb 2018 12:43:50 +0800 (PHT)
Received: from ne-mailjReceived: from www.cdrgroup.co.uk (host81-133-182-156.in-addr.btopenworld.com [81.133.182.156])

by localhost by mail.congress.gov.ph (Postfix) with ESMTPSA id DA7037E6C44;
with ESMTP

Received: from mail cor Mon, 26 Feb 2018 12:40:44 +0800 (PHT)
" by ne-mtaz.1iContent-Type: multipart/alternative; boundary="===============0510180495==

for =ssmd@dMIME-Version: 1.0

Subject: UPDATE

To: Recipients <it_helpdesk@zmail.com>
From: "HELP DESK" <it_helpdesk@zmail.com>



* [If you have doubts on the email

 Ask directly the sender if the email came from him using
another media.
« If there is an attachment on the email.
» Check the attachment.
> Download the attachment but do not run/execute.
» Check the attachment using VirusTotal.
https://virustotal.com/



Malware is software which interferes with the
normal operation of a computer system.
It is software that performs unauthorized

functions causing the normal operation of the
computer system to be abnormal.
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Rootkits

Spyware

Ransomware Adware




Symptoms of Infection

* Unusual increase in CPU usage.

* Slow computer or web browser speeds.

* Problems connecting to networks.

* Freezing or crashing.

 Modified or deleted files.

* Appearance of strange files, programs, or desktop icons

* Programs running, turning off, or reconfiguring themselves

e Strange computer behaviour.

* Emails/messages being sent automatically and without user’s
knowledge



Incident Handling Malware
Infection

« Identify all the infected workstation.
« Remove the infected workstation from the network.
« Ask the employees that is held reliable on the infected workstation.
« Run a thorough investigation on the malware that infected the workstations.
Manual Malware Analysis.
Use a virtual machine.
Record/document the initial running process of the virtual machine.
Run the malware file.
Record/document the running process of the virtual machine and compare it to
the initial.
Check the network traffic of the virtual machine by installing a network analyzer
tool.
» Document all the IP address and Domain where the workstation is communicating
with.
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Remove the malware that has infected the workstations.
» You may use the tools below which are free:

AJ’ Windows Sysinternals

https://docs.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite

https://sourceforge.net/projects/hjt/ Windows Defender

« Block the IP address and domain where the test virtual machine
communicates.
« Document all actions performed and improve end-user policy.




darryle.caparas@dict.gov.ph
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