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OBJECTIVES

• To be familiarize with the CERT 
escalation procedure.

• Enable us to respond and act on 
the cyber incident that is within 
your responsibility.

• Utilization of the free tools 
available online.



Escalation Procedure



Incident Handling Flowchart

Example of sites that provide free data feed on reported 
Internet abuse incidents:
- Defacement

http://www.zone-h.org/archive/special=1
- Real-time Blacklist Mails

https://mxtoolbox.com/blacklists.aspx
- Phishing

https://www.phishtank.com/asn_search.php
- Malware - Botnet

https://zeustracker.abuse.ch/monitor.php

Yes



Factors to Consider 

for Escalation

• When results of the evaluation is determined to have an impact 
on the national security

• When the results of the evaluation have severe or catastrophic 
adverse impact to the organization

• When the results of the evaluation will is classified as critical and 
will severely affect the information system level of the 
organization

• When major issues become evident at the early stages of 
reporting

• When information security incident report is a recurring incident 
after it has been previously resolved



What are included in the 

Escalation Request?

• The type of event and when it happened
• Degree of severity or adverse impact
• The name of the person requesting for escalation and the official 

time stamp and date when escalation requests was made
• The case number assigned to the information security incident 

report.



Information Gathering

& Incident Handling



Internet Abuse

This refers to the improper 

way of using the internet.

Common types of internet 
abuse:

• Website defacement
• Phishing
• Malware



Public Feeds

Example of sites that provide free data feed on reported Internet abuse 
incidents:
- Defacement

http://www.zone-h.org/
https://google.com/

- Real-time Blacklist Mails
https://mxtoolbox.com/blacklists.aspx

- Phishing
https://www.phishtank.com/asn_search.php

- Malware - Botnet
https://zeustracker.abuse.ch/monitor.php



Public Feeds

- Web defacement
http://www.zone-h.org

http://google.com



Public Feeds

Phishing
https://www.phishtank.com/asn_search.php



Public Feeds

Malware - Botnet
https://zeustracker.abuse.ch/monitor.php



Incident Handling

Process in incident handling:
• Identification
• Containment
• Eradication
• Recovery
• Documentation



Web defacement

an attack on a website that 
changes the visual appearance of 
the site or a webpage. These are 
typically the work of defacers, 
who break into a web server and 
replace the hosted website with 
one of their own.



Incident Handling for Web 

Defacement

• Check if your website or online system is reported compromised.
 Zone-h
 Google Hacks
 Social Media

• Check and analyze the reported incident.
• Temporarily remove the server from the network.
• Examine your server for files uploaded by the hacker.
• Remove the uploaded files by the hacker.
• Restore your services.
• Document all of the actions you have done for future reference.

Google Hacks.pptx


Phishing

Attempt to fraudulently acquire 
information such as usernames, 
passwords and credit card details by 
masquerading as a trustworthy entity in 
an electronic communication.

• Authentication information.
• Social Security Numbers.
• Stealing personal information.
• Account numbers



Phishing



Sample Phishing

Text



Sample Phishing

When the link is clicked.



Incident Handling for Phishing

• Immediate changing of password.
• Check email header.
• Forward the email to the email administrator or 

postmaster.
• Check the domain of the email involved if it is listed as 

phishing or spam email on any RBL websites.
 https://mxtoolbox.com/
 https://www.ultratools.com/tools/spamDBLookup

Email Header.pptx


Incident Handling for Phishing



• If you have doubts on the email

• Ask directly the sender if the email came from him using 
another media. 

• If there is an attachment on the email.
 Check the attachment.
 Download the attachment but do not run/execute.
 Check the attachment using VirusTotal.

https://virustotal.com/



Malware

• Malware is software which interferes with the 
normal operation of a computer system.

• It is software that performs unauthorized 
functions causing the normal operation of the 
computer system to be abnormal.

Worm

Trojan Virus

Botnet

Ransomware

Spyware

Rootkits

Adware



Symptoms of Infection 

• Unusual increase in CPU usage. 
• Slow computer or web browser speeds. 
• Problems connecting to networks.
• Freezing or crashing.
• Modified or deleted files.
• Appearance of strange files, programs, or desktop icons 
• Programs running, turning off, or reconfiguring themselves
• Strange computer behaviour. 
• Emails/messages being sent automatically and without user’s 

knowledge



Incident Handling Malware 

Infection

• Identify all the infected workstation.
• Remove the infected workstation from the network.
• Ask the employees that is held reliable on the infected workstation.
• Run a thorough investigation on the malware that infected the workstations.

Manual Malware Analysis.
 Use a virtual machine.
 Record/document the initial running process of the virtual machine.
 Run the malware file.
 Record/document the running process of the virtual machine and compare it to 

the initial.
 Check the network traffic of the virtual machine by installing a network analyzer 

tool.
 Document all the IP address and Domain where the workstation is communicating 

with.



Incident Handling Malware 

Infection

• Remove the malware that has infected the workstations.
 You may use the tools below which are free:

• Block the IP address and domain where the test virtual machine 
communicates.

• Document all actions performed and improve end-user policy.

HiJackThis

Windows Defenderhttps://sourceforge.net/projects/hjt/

https://docs.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite



QUESTIONS?

darryle.caparas@dict.gov.ph



END OF 

PRESENTATION


