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1. Document Information
This document contains a description of CERT-PH in accordance with the RFC 2350.
It also provides basic information about the CERT-PH, its communication channels, and
the services it offers.

Date of Last Update
Version 4.2 — 14 July 2026

Distribution List for Notifications
There is no distribution list for notifications

Locations where this Document May Be Found
The current version of this document can be accessed at:
https://www.ncert.gov.ph/wpcontent/uploads/2026/07/CERT-PH _RFC2350 v4.1

2026-07-14.pdf

Authenticating This Document
This document has been signed with the CERT-PH PGP key.

Document identification
Document Title RFC2350
Current Version 4.1
Document Date 21 APRIL 2020
Expiration This document is valid until superseded by a later version

Version Histor

Version No. Revision Date

1.0 21 April 2020

2.0 21 September 2020
2.1 01 July 2024

3.0 19 June 2025

3.1 04 September 2025
4.0 04 March 2026

4.1 25 May 2026

2. Contact Information

Name of the Team

Team Name Philippine National Computer Emergency Response Team
Short Name CERT-PH

Note: CERT-PH is the official designation per DICT Department Circular 003 s. 2020. The legacy designation NCERT
may appear in internal communications and email addresses during transition.

Address
Cybersecurity Bureau Building
Department of Information and Communications Technology
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Don A. Roces cor. Sct. Reyes Diliman, Quezon City, 1103 Metro Manila

Time Zone
Manila, Philippines (UTC +08:00)

Telephone Number
Hotline Number: (+632) 8920-0101 local 2378 (CERT)

Facsimile Number
Not Available

Other Telecommunication
Facebook: https://www.facebook.com/Ncertgovph

Electronic Mail Address

For incident reporting, technical assistance and operational matters, please contact us at:
e ncert@dict.gov.ph
e cert-ph@dict.gov.ph

For service specific inquiries and notifications, please contact:
Threat Intelligence and Monitoring Service: ncert-ctim@dict.gov.ph
Cybersecurity Assessment and Testing: ncert-vapt@dict.gov.ph

National Security Operations Center: nsoc.ops@dict.gov.ph

Public Keys and Encryption Information

4096
ID 4E4870031D742ECF
Key 3F24 F8C4 B43D E74A 2410 2E13 4E48 7003 1D74 2ECF

Fingerprint

Team Members

The team comprises information security analysts, information officers, and
engineers from the National Computer Emergency Response Team division under the
Cybersecurity Bureau of the Department of Information and Communications
Technology - Philippines.

Operating Hours
The CERT-PH operates from 09:00 to 18:00 PHT (Philippine Time), Sunday to
Saturday. On-call support is available outside these hours for critical incidents.

Other Information
Further information about CERT-PH can be found at https://www.ncert.gov.ph.

CERT-PH REFC 2350 version 4.2 | Page 3 of 8


https://www.facebook.com/Ncertgovph
mailto:ncert@dict.gov.ph
mailto:cert-ph@dict.gov.ph
mailto:ncert-ctim@dict.gov.ph
mailto:ncert-vapt@dict.gov.ph
mailto:nsoc.ops@dict.gov.ph
https://www.ncert.gov.ph/

CERT-PH RFC2350 PROFILE — Version 3.0 Public / @ RN

Points of Customer Contact

The preferred method for contacting CERT-PH is via e-mail. For incident reports and
related issues, use the official email address. Email is monitored regularly, and emails
will be acted upon once received.

3. Charter

Mission Statement

CERT-PH is responsible for receiving, reviewing, and responding to computer
security incident reports and activities. The team also ensures that systematic
information  gathering/dissemination, coordination, and collaboration among
stakeholders, especially computer emergency response teams, are maintained to mitigate
information security threats and cybersecurity risks.

Constituency

Stipulated in the DICT Department Circular 003 s. 2020., CERT-PH, the national
CERT of the Philippines, shall lead, manage, and oversee the various Government,
Sectoral and Organizational CERTs within the Philippines. CERT-PH operates in alignment
with the National Cybersecurity Plan 2023-2028.

Sponsorship and/or Affiliation
CERT-PH is established within the Cybersecurity Bureau of the Department of
Information and Communications Technology, Philippines.

CERT-PH is connected to:
e APCERT (Asia Pacific Computer Emergency Response Team)
e TWCERT/CC (Taiwan Computer Emergency Response Team /
Coordination Center)
CAMP (Cybersecurity Alliance for Mutual Progress)
SingCERT (Singapore Computer Emergency Response Team)
AJCCBC (ASEAN-Japan Cybersecurity Capacity Building Centre)
Counter Ransomware Initiative
UAE Cybersecurity Council
KrCERT/ CC
KISA (Korea Internet & Security Agency)
APNIC (Asia Pacific Network Information Centre)
ASEAN Regional CERT
NRD Cybersecurity

Authority
General Authority: This document is issued under the authority of the Division
Chief, CERT-PH.

Operational Mandate: CERT-PH is mandated to implement proactive government
countermeasures to prevent, respond to, and anticipate both domestic and transnational
cybersecurity incidents that impact Philippine cyberspace or pose threats to national
cybersecurity.
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4. Policies

Types of Incidents and Level of Support

Cybersecurity incidents that potentially affect or compromise the information
system's confidentiality, integrity, or availability must be reported to CERT-PH. Incident
reports that do not have confirmed functional or information impact, such as passive
scan, phishing attempts, attempted access, or thwarted exploits, may be submitted to
CERT-PH voluntarily. The level of support given by CERT-PH will vary depending on
the type and severity of the incident, the constituent and/or constituents impacted, and
available resources.

Cooperation, Interaction, and Disclosure of Information

CERT-PH values the privacy of all the concerned and affected agencies,
organizations, and clients that have been accommodated by the team as much as we
value their security. Disclosure of information is in accordance with the Data Privacy Act
of 2012 (Republic Act No. 10173) and in conformance with other issuances of the
National Privacy Commission. To ensure that information is shared only with the
appropriate audience or recipient, CERT-PH utilizes the Traffic Light Protocol (TLP) for
information sharing.

Communication and Authentication

For secure email communication and the exchange of highly sensitive information,
the use of PGP is required. You can download CERT-PH’s public key via:
https://www.ncert.gov.ph/RFC2350/CERT-PH-public.asc

CERT-PH can also be contacted by telephone, mobile phone, and through social
media accounts.

5. Services

Incident Response

CERT-PH incident response services are available to its constituency during regular
operating hours (09:00-18:00 PHT, Sunday to Saturday). Critical incidents reported
outside operating hours are handled through the on-call duty arrangement. All
information and communication technologies related incidents are evaluated.

Incident Triage
- Verify the legitimacy of the incident;
- Evaluate the incident’s impact and assign an appropriate priority level.
Incident Coordination
- Reach out to the relevant parties to conduct an investigation and implement
necessary actions;
- Identify the potential root cause of the incident;
- Coordinate communication with external or supporting entities that may assist in
resolving the incident.
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Incident Resolution

Deliver technical guidance to support post-incident recovery efforts;
Offer technical recommendations to address and immediately identify system
vulnerabilities.

Proactive Service
Threat Monitoring and Information Sharing

Research and issue daily threat feeds and advisories;

Monitor and report threats and incidents using Open source and Threat
Intelligence Tools;

Provide threat reports and vulnerability reports to the Incident Response team
for further actions.

Vulnerability Assessment and Penetration Testing

Conducts vulnerability assessment, penetration testing, and source code
assessment to ensure the security of government agencies' information systems;
Extends motu proprio or proactive random VAPT services to government
agencies' critical systems;

Initiates nationwide vulnerability scanning of accessible digital web assets of
government agencies;

Recommend solutions and approaches to address findings from the assessed
systems through timely reports of rendered services.

National Security Operations Center

NSOC functions as a centralized hub for cybersecurity operations - detection,
monitoring, and rapid response to cyber threats and incidents.

It is not only a physical facility but also includes the technology, processes, and
people who monitor, analyze, and protect an organization from cyber attacks.

Capacity Development, Training, and Workshops

Provide subject matter expertise as resource speakers in cybersecurity and
CERT-focused training and workshops for government personnel.

Hack for Gov for the Academe is an initiative that raises cybersecurity awareness
among students by providing hands-on experience and a platform for
collaboration and innovation. The program helps develop technical skills and
supports the government’s efforts to strengthen the country's overall
cybersecurity.

Cyber Range Exercises provide a simulated environment for cybersecurity
professionals to enhance their technical skills by practicing real-world scenarios.
These exercises help organizations test incident response plans, identify system
vulnerabilities, and strengthen their overall cybersecurity strategies.

The Philippine CERT/CSIRT Conference is a premier event for cybersecurity
professionals, researchers, and experts to discuss current threats, vulnerabilities,
and best practices. It serves as a dynamic platform to enhance incident response
capabilities and fosters collaboration between the public and private sectors to
strengthen national cybersecurity strategies.
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6. Incident Reporting Forms
Incidents should be reported by email to cert-ph@dict.gov.ph or ncert@dict.gov.ph,
preferably encrypted with our PGP public key.

The use of the official CERT-PH Report Template is strongly encouraged when
submitting incident reports. The template should be properly completed with all

required essential data and any other relevant information available.

7. Disclaimer

While every precaution will be taken in the preparation of information, notification,
and alerts, CERT-PH assumes no responsibility for errors or omissions, or damage
resulting from the use of the information contained within.

8. Approval

Approved by:

Digitally signed
W by Tardio
George Puli
GEORGE P. TARDIO
Division Chief, CERT-PH
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